FIN AGENCY SECURITY ONLINE REQUEST

Purpose

The process of maintaining OAKS Financials security roles is done using the Ohio
Administrative Knowledge System (OAKS) Financials (FIN) Online Security form located in the

OAKS FIN application.

"/' Navigation: Click on Online Security Request at the bottom of the Menu.

Em—
K&}C}AK_&\ Financials

Men Wyind o | Help | Customize Page I h%

Search:

b My Favorites | FIN Online Security Request |
[> eProcurement
[ Reporting Tools Online Security Request
[ PeopleTaools
Action * Review Current Access " Wiew All Previous Requests
= " Add or Update Access " Delete All Access
— My Swstern Profile a

EmpliD

—

Reviewing, adding, updating, or deleting OAKS Financials user security roles

As the CFO or agency FIN Security Designee, it is your responsibility to review existing security
roles, add new or update existing roles, delete old roles, and ensure that users of OAKS have

the access they need to do their jobs and no more access than they need.

3
Best practice: Prior to entering the Online Security Request, review the information
contained on the Agency FIN Role Handbook available in OAKS via the

OH_ROLE_HANDBOOK query (both central and agency roles).

Agency FIN Security Designees can also view all user roles in their business unit(s) and the
employees assigned to those roles using the OH_SEC_USER_ROLE_LISTING query.

"/‘r Navigation: Reporting Tools > Query > Query Viewer

Guery Viewer
Enter any information you have and click Search. Leave fields hlank far a list of all values.

*Search By: |Query Mame ~| beginswith  [OH_ROLE_HANDBOOK]

Search | Advanced Search
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FIN AGENCY SECURITY ONLINE REQUEST

* Access the Security Request Form

3. Enter the Employee Identification
Number (EmplID) and then press Enter
on the keyboard.

Or
Use the look up icon < to find the ID

Step-by-Step Screen
1. Open the FIN Online Security Request
Form in the OAKS FIN application.

2. Select an Action radio button to

a. Review Current Access

b. View All Previous Requests { P Onine security Request |

(Online Security Request
C. Add Or Update ACCGSS Action ewew Current Access " View All Previous Requests
 add or Update Access " Delete All Access
d Delete ACCGSS EmpiiD |10059999| Q,

Review Current Access

Employee Information, Ledger Group, and Business Unit Access appear at the top of the page.
A list of all the security roles a user already has assigned will appear in the center of the page.
Access Group, Voucher Processor Origin, and Purchasing Workflow information (if applicable)

appear at the page bottom.

No changes can be made in this mode. If you determine you do need to add or update the
information currently displayed for the user, your next step is to select the Add or Update

Access radio button on the screen.

Department sk 40000 Fiscal Services
Position Humber 20010326 ACT CLERK 2
Telephone 61456441234
Ernail ID John.Kamp@oaks. state. oh.us
*Ledger Group |Actua|s ;l
*Default Business Unit l [sFNen)]
Business Units Find | Wiewe All | £ First ] 13 003 ¥ Last
Business Unit Description
QALK Chio Admn Knowledoe
FRTO1 State Printing

_l.? OBM Training 'l.|'.1:||-m:.
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FIN AGENCY SECURITY ONLINE REQUEST

The middle of the screen shows the Role Assignments.

Group Hame ag:l Role Hame Description gg:zte
AP - Accounts Payable = oH AP PCARD APPROVER AP P-Card Approver =
AP - Accounts Pavable - 0OH AP PCARD RECONCILER AP P-Card Reconciler -
AP - Accounts Payable |l oH AP PCARD WIEWER AP P-Card Viewer |l
AP - Accounts Pavable |l oH AP REPORT WRITER AP Report Writer |l
AP - Accounts Payable |l oH AP WERDOR WIEWER AP Vendoaor Viewer |l
AP - Accounts Pavable | OH AP WOLICHER MAIMNTAIMNER AP Youcher Maintainer |
AP - Accounts Pavable |l oH AFP WOUCHER PROCESSOR AP “oucher Processor |l
AP - Accounts Pavyable |l oH AP WOLUCHER YWIEWER AP “YYoucher Yiewer |l
AR - Accounts Receivable |l OH AR DEPOSIT ORIGINATOR AR Deposit Originator |l
AR - Accounts Receivable [T OH AR WIEWWER AR Wiewer |l
Reporting || OH BURST RL Report Burster ||
Reporting |l OH EPM CAS LEGACY WH LISER EFPM CAS Legacy Warehouse |l
Repaorting |l OH EPM COSHNOS PRIMATE EPM Private Rpt Creator Cognos [
Repaorting |l OH EFM QUERY PRIVATE EFPM Frivate Qluery Creator |l
Gl - General Ledger = oH Gl YWIEWER Gl - Viewear =
FO - Purchasing - OH PO RECEMIMNG FO - Receiver -
FC - Purchasing |l oH PO REQUESITIONER FO - Requisitioner |l
PC - Purchasing |l OH PO REQUESTOR PO - Requestor |l
PC - Purchasing |l oOH PO VIEWER PO - Yiewear |l
L |

The bottom of the screen displays more details.

ITECHADMIN

Access Group

“foucher Processor Origin Ohio Administrative Knowledoe

Default Requestor [ 10023456 Mary Smith

*Mext Lewvel Approver 1D [ kate Grand

10027390

Ship To Location

I oA R0

Telephone |
I—
ALl I

I—

Department

Fund Code
Account I
Program Code I
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FIN AGENCY SECURITY ONLINE REQUEST

Add or Update Access

Employee Information, Ledger Group, and Business Unit Access appear at the top of the page.
Below that, all the security roles a user already has assigned will appear at the top of a list and

all additional roles available appear at the bottom of that list. Access Group, Voucher Processor
Origin, and Purchasing Workflow information appear at the page bottom when applicable.

All OAKS Financials access for the individual must be created or modified using this form.

Add or Update Security Access

Step-by-Step

Screen

1. Return to the top of the page and select
Add or Update Access as the Action.

Find | ViewAl  First [{ 1of1

" Review Current Access " View All Previous Requests

[\tl or Update Access  Delete All Access
EmpllD 10059989 Q

Action

2. Verify the Employee Information
populated is accurate. If there are
errors, contact your agency HR
department to update.

3. Enter a statement in the Requestor
Comments field for record
maintenance, and when applicable, add
an explanation for the request when
Central Approval is required.

Department 0AKZ5120 SVCE

Position Humber 1224557 Technical Servicss
Telephone §14-486-2345

Email 1D John.Kampi@OAKS state.oh.us

new agency employes
Requestor Comments

4. For Ledger Group, choose one:
Actuals — All Agencies
Full & Mod Accrual — OBM only
Local (CFIS) — JFS only

|_ ACTUALS vI

[ oaror 3

*Ledger Group

*Default Business Unit

5. Enter the Primary agency Business Unit
code for a new user. Verify the Default
Business Unit appears when updating
roles.

6. Click the Look up icon to confirm the
Default Business Unit code.

|0AKD1 @

_l.? OBM Training 'l.|'.1:||-m:.
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FIN AGENCY SECURITY ONLINE REQUEST

W

s . Keep Current BU Access

Note - _ (' Default BU Onl
m If this is a request for a user with no elal nly

Default BU assigned prior to this C Al Business Units

request, a warning message will € Select Specific BUs
appear stating the business Unit
Access will be marked as Default
BU.

7. Select Specific BUs and click the + sign
if you need to add additional Business

Units
- - I
Eind [View Il | B First[{ 13063 Last - Keep Current BU Access
. Business Unit Description Defauit BU Only
n LiBo1 State Library Soard |:| ” Business Urits
Note . . . FRIO1 Siate Pintng  felect Specifc 8Us
The Business Unit Access will

. . Q
always display the Default Business —
Unit and PRTO1 (State Printing).

All Role Names will appear on the page in Group Name alphabetical order along with a short
Description.

If you are adjusting access for an existing user, current roles are listed first, followed by all other
roles available.

Group Hame ggﬂa Role Name Description gi:?e
AF - Accounts Payahle = OH AP CONFIGURATION PROCESSOR AF Configuration Processor -
AF - Accounts Payahble Il OH AP JRML VOUCHER PROCESSOR AF Journal Voucher Processar Il
AF - Accounts Payahble = OH AP PCARD .%PF'RO"-.-"ER: AP P-Card Approver Il
AF - Accounts Payable Il OH AP PCARD RECOMCILER AF P-Card Recanciler Il
AF - Accounts Payahble = OH AP PCARD VIEWER AP P-Card Viewer Il
AF - Accounts Payahble - OH AP REPORT WRITER AF Report Writer -
AF - Accounts Payahle = OH AP VEMDOR VIEWER AP Vendor Viewer -
AF - Accounts Payahble - OH AP VOUCHER VIEWER AF Voucher Viewer -
AM - Asset Management - OH AM ASSET ADJ TRF PROCESSOR Aszset AdjustTrans Processor =
AM - Asset Management - OH AM ASZET MAINT PROCESSCR Asset Maintenance Processor Il
AM - Asset Management - OH AM ASSET PROCESSCR Aszset Processor =
AM - Asset Management - OH AM ASZET RETIRE PROCESSOR Asset Retirement Processor Il
AM - Asset Management Il OH AM ASSET VIEWER Asgset Viewer =
AF - Accounts Payahle - OH AP 10995 PROCESSOR AF 108985 Processar Il
AF - Accounts Payahble Il OH AP APPROVER LEVELY AF Voucher Approver - Level 1 =
AF - Accounts Payable - OH AP APFROVER LEVELZ AF Voucher Approver - Level 2 Il

—1? OBM Training Academy ~5- Job Aid



FIN AGENCY SECURITY ONLINE REQUEST

The Role Definition appears when you click on the Role Name link.

Role Definition

OH_AFP_PCARD_AFPROVER

- Approves P-Card transactions
- Track/Resalve Disputed P-Card Charges

Approver. P-Card Reconciler is opticnal.}

] Cancel

AP P-Card Approver
Role Description

- Adds coding to P-Card transactions (The p-card approver also has access to reconcile transactions)

- Ataches back up documentation to the P-Card transaction (An agency must have an Agency P-Card

8. Click in the appropriate Add Role or
Delete Role box to make adjustments.
Do nothing to mark current roles that
should remain active.

W

M You are not able to mark a box that
is grayed out. That would mean you
are trying to delete a role the user
does not have or add a role the user
already has assigned.

Add
Role Role

v r

Oelete

9. Choose an Access Group name to
determine the time of day OAKS
Financials will be available to the user.

a. FINUSER =6 am — midnight,
Mon-Sat

b. OBMADMN = 7 days, 24 hours,
and rights to keep normal
access during year-end
processing

c. TECHADMN = 7 days, 24 hours

i

Not . .
M Anything other than FINUSER wiill
require central approval.

Access Group

ITE CHADMIN G

Category  Description
FINUSER  FIM End User

QBMADMIM CBM Admin User
TECHADMIM 2AKS Technical Adimin

_l.? OBM Training 'l.|'.1:||-m:.
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FIN AGENCY SECURITY ONLINE REQUEST

10. Press the Submit Request button.

L

M A Warning message will appear ELLIL BELIEE
asking the preparer to review the
request. (Only the roles added or
deleted will appear for review.)

11. After review, click either the Finalize
Request button to submit, or Modify Finalize Request I Madify Request
Request button to make adjustments.

~ Depending on the access requested, awarning may appear stating that the
@ request has to be approved at the central level. You will receive e-mail notification
when the request has been approved and processed or when it is denied.

Exceptions to immediate approval and access are:

Ledger type — Based on the Ledger Group selected by you

Access Group — OBMADMN or TECHADMN selected for OAKS Category

Business Unit — If you assign a Business Unit not in your Business Unit Profile

GRF Access — Set to “Yes,” approval must come from your agency security designee
(Budget Planning Centers) and Central Agency approvers.

If central approval is not required, your request will be processed and access will be
immediately available to the employee. (Your agency may have additional internal
requirements.)

_l.? OBM Training 'l.|'.1:||-m:. ~7= Job Aid




FIN AGENCY SECURITY ONLINE REQUEST

View All Previous Requests

Updates made for the user since online security go-live date will appear along with any

comments.

" View Previous Requests

Step-by-Step Screen

1. At the top of the page select View All

Previous Requests as the Action.
Action I Review Current Access ew All Previous Requests
€ hid or Update Access € Delata All Accass
EmpiD -ﬂi'fé@e?{ Q

2. Enter the Employee Identification
Number (EmplID) and then press Enter
on the keyboard.

Find [ View Al Eirst S 1.4

Approval information shows when the request was submitted, if status update has been granted
or pending approval, who submitted the request, whether or not Central Approval was required,

who approved the request, and when it was approved.

First E 10of6 [} Last

Online Securty Request
Action {” Review Current Access = View All Previous Requests
" Add or Update Access " Delete All Access
EmpliD 10059999 2 John Kamp
Request Date 04/20/2010 Request Mumber 1
Request Type Add or Update Access
Status of Request Access Granted
Requested By 10025939 Davis lames
Agency Approver 10047654 Dale Mason Agency Approval Date
Central Approver Central Approval Date

042012010

Comments from the requester and approver will appear if entered.

_l.? OBM Training 'l.|'.1:||-m:.

Requestor Comments id

Agency Approver Comments j

Central Approver Comments j
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FIN AGENCY SECURITY ONLINE REQUEST

3. Click the View All link at the top of the
page to review multiple updates (three

per page).

& View All Previous Requests
" Delete All Access

Or

Cck the onwar IE' or backward IE First [4] 1-19 of 19 [+ Last
icon to view updates one at a time. = = =

~9~ Job Aid
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FIN AGENCY SECURITY ONLINE REQUEST

Delete All Access

All roles currently assigned to a FIN user are marked for deletion when submitted. Once
finalized, roles will be deleted immediately and cannot be undone.

Delete Security Access

Step-by-Step

Screen

‘- Click the Previous Request
Comments link to view prior
requests for security updates for the
user along with any comments.

" View All Previous Requests
* Delete All Access

Find | View All

1. Select Delete All Access as the Action.
Oniine Security Request Find |ViewAl  First 1ot Y Last
H'H H hction " Review Current Access v All Previous Requests
2. Enter the Employee Identification € Add or Update Access \eteA\IAccess
Number (EmplID) and then press Enter | g T -
on the keyboard.
Or |
Use the look up icon < to find the ID.
EPrIﬂh#I.I

First ] 1 of 1 [ Last

Q

Previous Reguest Comments

John Kamp

The previous comments will display.

Previous Comments

Prior Request Comments

= - - e oL
Customize | Find | View All | &5

First E 1-3of 3 E Last

Ok

| Cancel |

Central
Request |Req Requestor Comments (If Any) Agency Approver Comments (If An Approver Request
Date Ho Comments {(If |5tatus
Anyl
Fending
04120/2010 ol 0029169 - JILL MASON , 0029169 - JILL MASON Central
Approval
0029169 - JILL MASON DELETE 10029169 - JILL MASOM DELETE
[ ACCESSTO SECOMDARY BUSIMESS ACCESSTO SECOMDARY BUSIMESS
02820101 T )T INDIVIDUAL WILL ENTER UNIT. INDIVIDUAL WILL ENTER QutofDate
TRAMSACTIONS OMNLY FOR OAKOT. TRAMSACTIONS OMLY FOR QAKOT.
041162010 0 0029169 - JILL MASOHN 0029169 - JILL MASOMN Cut of Date

Click OK to close.

—1? OBM Training Academy
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FIN AGENCY SECURITY ONLINE REQUEST

View the status of a prior change request that has not been processed and any related

comments from the requestor.

Prior Request Status

Requestor Comments

Frior request for user made on 2010-04-20 has not vet heen fully processed. That request ﬂ
is 'Pending’, and is still in the process of being approved. If you complete a new requestthe old
raniact will ha rancallad and ranlarad ke thic rennact ﬂ

All current security roles are listed and are marked to delete.

Group Name Add

s
=3
o

AP - Accounts Payable
AP - Accounts Payable
AP - Accounts Payahle
AP - Accounts Payahle
AP - Accounts Payahle
AP - Accounts Payahle
AP - Accounts Payahle
AR - Accounts Receivable

AR - Accounts Receivable

[ o e I e B B B

Reporting

Role Hame Description

OH AP PCARD APPROVER AP P-Card Approver
OH AP PCARD RECOMCILER AP P-Card Reconciler
OH AP PCARD VWIEWER AP P-Card Viewer

OH AP REPORT WRITER AP Report Writer

OH AP VENDOR VIEWER AP Vendor Viewer

OH AP VOUCHER PROCESSOR AP Voucher Frocessar
OH AP VOUCHER VIEWER AP Voucher Viewer
OH AR DEPOSIT ORIGINATOR AR Deposit Originator
OH AR VIEWER AR Viewer

OH BUREST EL Report Burster

Delete

=
=3
o

E N R I R

| =

You will receive an error message when trying to delete all FIN roles if that user has a workflow
approval role with no other user assigned to that BU/Origin for approval.

[N

B&0_Ctigin (0,0

[EN I e I |

T

Windows Internet Explorer

' ‘ou cannot delete the OH_AP_APPROMER_LEVEL] role fram wour profile as there is no other user assigned to
M Approve the Following BUs/Origins, Please make sure another emplovee is assigned to these BUs|/Crigins and then
wou can remove this role From the current emplovee,

X

To remove all non-workflow related roles, choose the Add or Update Access mode to

delete only select roles. Once the workflow team cleans up the remaining issues the
Agency Security Designee can go back into Delete All Access mode to finish removing
that user’s remaining access.

_l.? OBM Training 'l.|'.1:||-m:.
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FIN AGENCY SECURITY ONLINE REQUEST

VYindows Internet Explorer x|

‘ou cannot delete all the PO Approver roles From your profile as the Following emplovees have this emplovee listed as
I their workflow next level approver. Please change the next level approver For the listed employees and then you can

remove all PO Approver roles From the current emplovee, The 'Delete Role' checkbox wou just checked will now be
unchecked.

10011111 - Smiter, Marilyn
10023456 - Shull, Ray
100265432 - Cutler, David
10222334 - Mayes, Lillian
10017890 - Ford, Megan

. Contact the OAKS Helpdesk at OAKS.Helpdesk@oaks.state.oh.us to create a ticket for
the PO-RACM Purchasing Team when there are outstanding worklist items and have
them appropriately transferred, closed, deleted, etc.

3. Click the Submit Request button at the e |
bottom of the page.

A warning message appears asking ]
you to review the request and verify [
you truly want the individual to have

their access fully revoked.

4. Click the OK button to confirm the
request.

5. Click the Finalize Request button to
revoke all access for the employee.

Or Finalize Request | Modify Request

Click the Modify Request button to
make changes.

6. Press the Submit Request button.

Submit Request |

A message will appear stating the request to delete all FIN access is approved and granted.

Windows Internet Explorer x|

The Security Request has been submitted, Since the request has no need to be approved at a higher level the

! E access has been approved and granted. The form has been cleared to allow For Further security requests to be
entered, Click "OK" ko Conkinue,

(0,0}
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